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I. Installation
Preconditions for the application installation and utilization:

1) Web server, supporting PHP4 [http://www.php.net] scripting language. It is recommended to use Apache [http://httpd.apache.org] web server and mod_php module to make operation of the system as quick as possible. 
2) PHP4 option register_globals should be enabled. Be sure, that php.ini include the following row:

register_globals = On

3) MySQL [http://www.mysql.com] data base engine.

The program’s work has been tested by following software combinations:

Apache 1.3.27, mod_php 4.2.3, MySQL 3.23.56, opsys Linux

Apache 1.3.28, mod_php 4.3.2, MySQL 4.00.14, opsys Windows XP
It is the most likely that the application will work also with other web servers, supporting PHP4, but that has not been tested. The program is adjustable to co-operate with other data base engines, but again, it has not tested, as there was no need for that. 
For installation:
1) Create a new base of MySQL (e.g. named as innomet). For that you should possess administrating rights of MySQL server and possibility to use some MySQL management program. For example, launch on command line the program mysql and enter the command:
create database innomet;

2) Create MySQL user account, having rights to utilize the INNOMET database. For example, create the account login name innomet and password inn0m3t. It is also expected, that data base server is in the same computer with web server. For realising that the next two commands should be entered into mysql:

grant all privileges on innomet.* to innomet@localhost identified by ’inn0m3t’;
flush privileges;

Of course, it is recommended to choose different username and password that presented here as an example. If data base server and web server are physically in separate computers, the localhost should be replaced by IP address of web server. 
3) Import into MySQL data base the source data, located in  the file  innomet_db_dump.txt. For that purpose insert into command line the following command:

mysql innomet –u innomet –p < innomet_db_dump.txt

Program asks for the password of innomet, set in article 2). If you have set user name or data base name different from this example, then replace the first name (innomet) with your actual data base name, and the next name (innomet) with real user name. 


4) Copy the contents of  folder innomet-src into corresponding folder of web server, where you plan to store the INNOMET application.  

5) Edit the file sitelib/config.inc.php according to the chosen MySQL data base name, user name and password:

$cfg_db_name = „innomet“
$cfg_db_user = „innomet“
$cfg_db_pass = „inn0m3t“
$cfg_db_server = „localhost“


6) That is all! Enter into your web browser the address where you have copied INNOMET files in your web server and make sure that the program works. Default user name of the user with Administrator rights is admin, and the corresponding default password is also admin. 
The program uses cookies for storing session information. If user’s web browser does not support cookies or the user in any reason does not allow cookies, then the application can work also without cookies. In this case the session information is coded into URL, without requiring any intervention from user.

If the application has not been used during 30 minutes, the session expires automatically and the user has to log in again. 
User passwords are stored in data base server in cryptal form. The passwords cannot be read out from the data base easily because of the used crypt-one-way technology. In addition to the higher security, it also means that reading out of forgotten passwords from the base is not possible. 

It is recommended to give reading rights of file sitelib/config.inc.php only to the necessary user (i.e. web server) to reduce possibility of MySQL user account passwords leakage.
II. Operating instructions
1. Different user roles
Every user has a role, specifying available/allowed activities in the system. Role of Administrator is special.  In addition to the main activities, e.g. management of system’s core data, the Administrator has possibility and rights to perform all the other activities allowed to other user roles. In the table below this possibility has not been pointed out to emphasize activities that should be main functions of an Administrator.

	Activity
	User role

	
	Company
	Educational organisation
	Certification authority
	Administrator

	Activities associated with courses 

	Course management
	
	(
	
	

	Study programs management
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	Search courses
	(
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	Activities associated with certification exams

	Certification exams management
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	Certification exams search
	(
	(
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	Activities associated with questionnaires

	Questionnaires management
	(
	
	
	(

	Answering to the questionnaires
	(
	
	
	(

	Reports about skills of employees
	(
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	Workforce needs table
	(
	
	
	

	
	
	
	
	

	System management (incl. user accounts, skills, professions and organisations)
	
	
	
	(


2. Activities
2.1. Activities associated with courses
2.1.1. Study programs management
Enables user to add new study programs, change descriptions of already existing programs, or remove unnecessary study programs.

· To add a description of study program click on link add study program at the lower left border of the screen image. On the opened page a name of study program can be entered into the corresponding field. User with rights of Administrator can additionally select an educational organisation associated to the curriculum. Ordinary user can associate study program only with own educational organisation. For saving changes click on the button save. If you do not want to save changes, click on the button cancel and the system displays the previous page.

· To change the description of study program click on the link edit study program on the right side of corresponding exam row. On the opened page the name of study program can be changed in the corresponding field. User with rights of Administrator can additionally select also an educational organisation to be associated to the study program. For saving changes click on the button save. If you do not want to save changes, click on the button cancel and the system displays the previous page.

· To remove a study program click on the link remove study program on the right side of corresponding study program row. The system asks for confirmation whether you are sure when deleting the certification exam. The study programs associated also with some another course could not be removed.

2.1.2. Course management
Enables user to add new courses, change the existing ones and remove unnecessary courses. User can set a course description, one or several course times, skills to be advanced by this course, and study programs to be associated with the course.   

· To add a course click on the link add course at the lower left border of the screen image. On the opened page a name of course, short description and link to the course homepage can be typed into corresponding fields. User with rights of Administrator can additionally select an educational organisation to be associated to the course. Ordinary user can associate the course only with own educational organisation. For saving changes click on the button save. If you do not want to save changes, click on the button cancel and the system displays the previous page

· To change the course click on the link edit course on the right side of corresponding course row. On the opened page you can set course times and locations, associate skills with courses, and associate study programs with the course.

· To change course name and description click on the link edit course description.

· To set session time click on the link add course time. On the opened screen image you can enter course date, time, duration in minutes and location.
To change course time you can edit the corresponding description of session time by clicking on the link edit course time. In case of need it is also possible to delete existing time by clicking on the link remove course time.

· To set the skills to be advanced by the current course you should select corresponding skill from the selection rectangle of skills subset and click on the button add skill. In the selection rectangle are shown only those skills, which have not been associated to the course yet. In case of need it is also possible to unlink the skill from a course by clicking on the link remove skill. It does not delete the skill from system permanently but only unlinks, and the skill can be associated with a course again, if necessary. 
·  To associate a course to a study program select corresponding study program from the selection rectangle of study programs subset and click on the button add study program. In the selection rectangle are shown only those study programs, which have not been associated to the course yet. In case of need it is also possible to remove the link between skill and a study program by clicking on the link remove study program. It does not delete the study program from system permanently, and the study program can be associated with a skill again, if necessary. 
· To delete a course click on the link remove course on the right side of corresponding course row. The system asks for confirmation of deletion request, and after clicking on the Yes button deletes the course from database. 

2.1.3. Search courses
Enables user to search courses by skill type from all courses of educational organisations. User should select an interesting skill from the corresponding selection rectangle and click on the button Search. The system displays list of all courses, associated with corresponding skill.

By clicking on the course name a screen image with more detailed information about the course is displayed. 

If the selected skill has not any associations with courses, then the system displays corresponding message.    

Activities associated with certification exams 
2.1.4. Certification exams management
Enables user to add new certification exams, edit already existing exams or remove unnecessary certification exams.

· To add a description of certification exam click on link add certification exam at the lower left border of the screen image. On the opened page you can select a profession to be awarded by this exam, as well as location, start date, start time and short description of the exam. For saving data click on the button save. If you do not want to save changes, click on button cancel and the system displays the previous page.

· To edit a certification exam click on link edit exam on the right side of corresponding exam row. On the opened page you can change data of the certification exam: profession to be awarded, location, start date, start time and short description. For saving changes click on the button save. If you do not want to save changes, click on the button cancel and the system displays the previous page.

· To remove a certification exam click on the link remove exam on the right side of corresponding exam row. The system asks for confirmation of removing certification exam and after clicking on the Yes button deletes the vocational exam from database. 

2.1.5. Search exams
Enables user to search certification exams. Search can be performed by profession, exam location, and time period. The search for exam location can be performed also by part of word. For time period determination the exact date input is not essential, setting a year or a year and a month is enough. Please notice that earlier date should be entered to the upper input row and posterior date to the lower input row. If several criteria are determined, then only those exams meeting all of them are searched for. 

By clicking on the exam name a screen image with more detailed information about the exam is displayed. 

If there is not any exam meeting the entered search criteria, then the system displays corresponding message.    

2.2. Activities associated with questionnaires
Menu Questionnaires enables user to create new questionnaires and edit the existing questionnaires. Firstly, for questionnaires management the list of  all questions available for the user is displayed. Several quizzes can be performed by a single questionnaire – to the same questionnaire is answered several times during a certain time period, to get an overview of skills development over the time. In the list of questionnaires are quizzes displayed under the corresponding questionnaire.
2.2.1. Creation and editing of questionnaires
To compose a new questionnaire a link new questionnaire should be selected. User can enter name of questionnaire, time period for performing the quiz, and the name of the person filling out the questionnaire. Data can be changed later also in already existing questionnaires. From the list of questionnaires the user should select corresponding link edit questionnaire and at the opened page click on the button change questionnaire content.

Questions are the most important part of questionnaire. The questionnaire measures level of employees’ skills, thus the subject of questions involves necessary skills for a current vocation and answer is on the form of numerical estimation of skill level. Thus the composing of questionnaire means definition of skills by vocations. In addition, for every skill the type of skill and needed level of skill is specified for afterward analysis.
For changing the questionnaire select from the list of questionnaires corresponding link edit questionnaire. On the opened page are displayed description of questionnaire and rows of skills. For adding a new skill row the vocation, skill, skill type, and needed level should be selected from corresponding selection boxes and updated by clicking on the button add row. Afterwards the skill rows can be edited and removed, if necessary, by using corresponding links edit row and remove row.

2.2.2. Answering to the questionnaires
Firstly, the new quiz should be specified – for that user has to click in the list of quizzes of the questionnaire on the link add quiz. User should enter the date of quiz and may also add a comment if necessary. After saving the quiz description the insertion of quiz answers is enabled – you should click on the corresponding quiz link answer!. Entering of answers is realised by vocations; the answer is estimation in five points scale or a number from 1 to 5. After entering the answers click on the button  save answers. After that is possible to enter answers for next vocations, or  the  report of employees’ skill levels on the basis of previous quiz is showed. 
2.2.3. Reports
Enables user to read reports about skills of enterprise employees, generated on the basis of answers to the questionnaires. 

Several quizzes conducted at different times can be embedded into a single inquiry. Thus a user should select a desired inquiry and quiz from the corresponding selection rectangle and click on the button display quiz. The system displays a table, where quizzed vocations and corresponding estimated average levels of competence are shown in rows. By clicking on a name of vocation or selecting the vocation from selection rectangle the system displays more detailed report about all skill levels of the vocation. Existing levels (black line) and needed levels (grey line) of competence are represented graphically. 

Similarly, by clicking on the name of skill type or selecting the skill type from selection rectangle of general report is possible to generate more detailed report concerning the selected single skill type for all vocations. Estimated existing levels (black line) and needed levels (grey line) of the skill type are represented graphically.

2.3. Other activities
2.3.1. Workforce needs table
Enables to enter predicted numbers of new employees of the company for the next five years. The table rows consist of following fields: professions existing in the enterprise; current number of employees working on a certain profession; current number of employees in age over 50 working on a certain profession; expected need for workforce during the next years on a certain profession.

Any changes in table can be realised by clicking on the button edit table. For inserting a new row a certain profession from the lowermost selection rectangle (indicated by label new) should be selected, saving the table afterwards (by clicking on the button save table). It is also possible to remove unnecessary rows – for that purpose an empty field from corresponding profession selection rectangle should be selected. After that the table should be saved.

Starting-point of predictable years can be changed by picking the appropriate year from corresponding selection rectangle. The selected year becomes after saving the first predictable year followed by next four year numbers.

2.4. Administrator’s activities
User with rights of Administrator can manage functional system data – user accounts, organisations, skills, professions and system settings. Correctitude of those data is a precondition for fluent work of the system. 
In addition, Administrator can create questionnaires for companies.

2.4.1. Organisations management
It enables to describe all organisations existing in the system. The most important data are the name and type of organisation. Type is selected from four possible choices – company, educational organisation, certification authority, or system administrator. Type of organisation is essential as it determines the data to be associated; certification exams can be associated only with  certification authorities, courses and study programs with educational organisations, and questionnaires with companies. 

In addition, for every organisation registration number, address and contact information can be entered. 
2.4.2. Users management
Using of the system presumes existence of user account. Users’ management enables to specify users allowed to utilize the system. The key data are user name (login), password, user role, and organisation associated with the user. 

User name must be unique for every user. For security purposes, password should be chosen strong enough, i.e. mixture of letters and numbers is recommended.
User role is extremely important, as it determines possible activities of the user in the system. For a user of Administrator role all activities are allowed. Data of organisation to be allowed to edit by current user is determined by user associated organisation.  For example, a user associated to an educational organisation is allowed to edit only courses and study programs of this current organisation.
User account can be closed temporarily, if necessary. For that purpose in the window of user information the selection box account closed should be marked.

2.4.3. Skills management
Specifications of skills serve as basis for several others data sets like courses, certification exams and questionnaires. 
2.4.4. Professions management
A short description of profession and link to corresponding vocational standard can be added during professions management.   
2.4.5. Questionnaires management
Look at corresponding section in subset Activities associated with questionnaires.
2.4.6. System settings
System settings are common for all users.  A prefix of header row can be set from system settings.  
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